Chapter 4:  Homeland Security:  Core Competencies

Much is expected of those entrusted with homeland protection. At a minimum, there is the expectation of basic security and safety - that notion that the homeland will be safe from attack from enemies domestic and foreign.  As already noted, exactly what the functionaries of homeland security should tackle is an evolutionary project.  Today’s threat may be tomorrow’s less worrisome problem.  However, there are certain core competencies that the professional class of employees in homeland security needs to master.  These are the non-negotiable skill sets that the homeland system must demonstrate competence in.  These are the essential underpinnings of what makes the homeland system work in any context. These competencies include:

· Intelligence

· Border Security

· Immigration

· Transportation Security

· Public Health
I. Intelligence

The task of intelligence gathering and analysis could be considered an overreaching competence, for just about everything in Homeland Security is guided by what we do, should or must know.  Intelligence, in a sense is the lifeblood of operations.  Sometimes practitioners witness the mindlessness, the almost unintelligence that policymakers impose.  In other words, the bureaucratic mindset, in some cases, simply acts without intelligence because it acts or has been acting in a particular way for so long.  Intelligence is more than mindless motion.
 And the idea of intelligence can be discerned in a host of contexts - domestic and international, military and covert, criminal and civil as well as the intelligence of homeland security. Intelligence is, at its base, nothing more than information assessment.  One way of describing it might be:

The intelligence cycle is an iterative process in which collection requirements based on national security threats are developed, and intelligence is collected, analyzed, and disseminated to a broad range of consumers. Consumers sometimes provide feedback on the finished intelligence products, which can be used to refine any part of the intelligence cycle to ensure that consumers are getting the intelligence they need to make informed decisions and/or take appropriate actions.

Some might argue that homeland intelligence is a unique animal invented in the last eight years.  Others claim that intelligence is an interconnected dynamic - that homeland information can only come about in a holistic context, that homeland security is impossible without the larger intelligence community inputting information. Homeland security is no better or worse than its aligned agencies of intelligence gathering. Figure 4-1
 portrays this interdependence.
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DHS tends to favor this integrative approach and for good reason.  If there was any persistent critique of government in the aftermath of 9/11, it was the failure of intelligence.  But even more compellingly, the critics and commissions repeatedly castigated the intelligence community for its failure to share, to disseminate and to work collaboratively with sister and brother agencies.  Intelligence was boxed in prior to 9/11; it was departmentalized and compartmentalized rather than scrutinized in the national, integrative framework.  Secretary of DHS, Michael Chertoff eloquently describes this dilemma.

Intelligence, as you know, is not only about spies and satellites. Intelligence is about the thousands and thousands of routine, everyday observations and activities. Surveillance, interactions — each of which may be taken in isolation as not a particularly meaningful piece of information, but when fused together, gives us a sense of the patterns and the flow that really is at the core of what intelligence analysis is all about.... We (DHS) actually generate a lot of intelligence...we have many interactions every day, every hour at the border, on airplanes, and with the Coast Guard.

In this sense, intelligence is merely information shared that it might give meaning.  It is the patterns and connections that analysts are looking for.  It is the overall fit of the information into particular facts and circumstances that the intelligence analyst seeks.  From the outset of the agency, DHS looked squarely and keenly into the world of intelligence and saw the necessity for integration and cohesion amongst all governmental agencies. Indeed in early 2002, so did Congress by enacting the Homeland Security Act of 2002, which contained not only the administrative underpinnings of DHS, but set the professional parameters of intelligence.
 The Act precisely mandates and lays out expectations regarding the gathering of information and intelligence.  It forces government as a whole to collaborate rather than insulate.  The Act contained provisions for an information analysis and intelligence within the DHS. The Act did not transfer to DHS existing government intelligence and law enforcement agencies but envisioned an analytical office utilizing the products of other agencies - both unevaluated information and finished reports - to provide warning of terrorist attacks, assessments of vulnerability, and recommendations for remedial actions at federal, state, and local levels, and by the private sector. In 2003, the DHS set up the Terrorist Threat Integration Center - an entity directed to assess threats, but then just as commandingly ordered the sharing and collaborative interchange of said intelligence. The TTIC was established to:

· Optimize use of terrorist threat-related information, expertise, and capabilities to conduct threat analysis and inform collection strategies. 

· Create a structure that ensures information sharing across agency lines. 

· Integrate terrorist-related information collected domestically and abroad in order to form the most comprehensive possible threat picture. 

· Be responsible and accountable for providing terrorist threat assessments for our national leadership. 
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II. Border Security

The task of protecting the nation’s borders constitutes a major core competency for those involved in Homeland Security. It is an astounding responsibility with coverage areas that are almost impossible to compute.  The sheer size of American geography makes the task overwhelming, though with increasing usage of technology and aircraft tools, our Borders are dramatically improving.  
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Since 1924, a Border Patrol office has undertaken the task of making our territorial lines secure but much has happened since the early days of border protection.  In the 1980’s Americans became very familiar with the wave after wave of illegal immigrants coming across the porous lines of defense.  Millions of Mexican and third world immigrants trekked across without much resistance.
Of recent years, the Border Patrol will become correctly occupied with another immigration of the terrorist sort.  The Border Patrol, as a result of the events of 9/11 was merged into the Department of Homeland Security and then further aligned with its historic partner - Customs. Customs has an even longer history than Border.  Originally founded as a revenue collector source for the new nation of 1776, Customs evolved into much more than the revenue machine it continues to be today. Customs has primary oversight on questions of cargo, duties and revenue enforcement, trade and environmental law questions, imports and exports as well as cargo and port issues. The range and breadth of responsibilities simply impresses.  In 2007, CBP encountered:

· 1.13 million passengers and pedestrians, including 653,000 aliens 

· 70,200 truck, rail and sea containers 

· 251,000 incoming international air passengers 

· 74,100 passengers/crew arriving by ship 

· 304,000 incoming privately owned vehicles 

· 82,800 shipments of goods approved for entry 

· $88.3 million in fees, duties and tariffs

Customs works closely with the Coast Guard which will be discussed in a later section of this chapter.   Today, the DHS delegates the integrity of our border to a newly formed entity within DHS - the U.S. Customs and Border Protection program. CBP is responsible for guarding 7,000 miles of land border the United States shares with Canada and Mexico and 2,000 miles of coastal waters surrounding the Florida peninsula and off the coast of Southern California. The agency also protects 95,000 miles of maritime border in partnership with the United States Coast Guard.
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The structure of the CBP can be seen at Figure 4-3.
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The various department of the CBP manifest the overall mission of the agency - an agency that approaches homeland security from two distinct directions.  In the first instance, the CBP worries correctly about the threat of terrorism and the paths of entry the terrorist may or may not follow into the American landscape as well as the flood of illegal immigration.  In the second instance, the CBP, due to its responsibility for cargo and port, commerce and revenue collection, constantly concerns itself with the intricacies of travel and trade.  The agency knows its police role keenly and at the same time, realizes that it plays a critical role in the movement of goods and services. A closer look at these two missions of the CBP follows.

A. Border Protection

With nearly 7,000 miles of American border the CBP has a serious problem when it comes to assuring the integrity of our borders.  Few issues rile up the public more than the sweeping hordes of illegals
 crossing into American territory, although the illegals seeking work and a better life are not the stuff of Al Qaeda. Terrorism cannot be held to be a primary motivation for the illegal, yet one fully comprehends that illegal entry is the most likely means of entry for the terrorist.  Terrorists are now less likely to use commercial aircraft as was done during 9/11.  Hence, it is a fact that CBP must concern itself with border protection more than it has historically done.  One terrorist with one warhead, and any remaining caution had, will soon evaporate.
 Indeed since 2004, the CBP has reoriented its mission in radical ways, and produced some very radical results. To illustrate:

· To date, in 2004, more than 1,057,900 illegal aliens have been apprehended nationwide, and more than 1,200 were rescued. 

· Improved radiation detection capabilities by deploying 10,400 Personal Radiation Detectors to CBP officers and agents, more than 274 Radiation Portal Monitors to ports of entry, and in excess of 60 Radiation Isotope Identification Detection System to Border Patrol field locations.

· Deployed 87 additional non-intrusive inspection systems to detect potential terrorist weapons in vehicles and cargo. 

· Increased the use of remotely monitored cameras and sensing systems, aircraft, helicopters, and unmanned aerial vehicles to better detect, monitor, and respond to illegal crossings.

The CBP represents the best in adaptation and operational flexibility in government service.  At every level of its operation the CBP has targeted its attention on the border while simultaneously honing in on the terrorist.  The CBP established the National Targeting Center as the centralized coordination point for all of CBP’s anti-terrorism efforts. NTC also coordinates with other federal agencies such as U.S. Coast Guard, Federal Air Marshals, Federal Bureau of Investigation, Transportation Security Administration, and the Departments of Energy and Agriculture.
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XXX Caption Photo 3: President Bush visits the NTC in 2004. XXX
Despite all these advances, the CBP cannot forget its fundamental mission of securing the border - both in a physical as well as intelligence sense. At other sections within this text, programs of border protection are featured.  The more prominent initiatives of the CBP will be briefly covered.

a. The Secure Border Initiative

The Secure Border Initiative (SBI) is a comprehensive multi-year plan to secure America’s borders and reduce illegal migration. The goals of SBI include but are not limited to: 

· More agents to patrol our borders, secure our ports of entry and enforce immigration laws;
· Expanded detention and removal capabilities to eliminate “catch and release”;
· A comprehensive and systemic upgrading of the technology used in controlling the border, including increased manned aerial assets, expanded use of Unmanned Aerial Vehicles (UAV) and next-generation detection technology;
· Increased investment in infrastructure improvements at the border – providing additional physical security to sharply reduce illegal border crossings; and 

· Increased interior enforcement of our immigration laws – including more robust worksite enforcement.
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XXX Caption Photo 4: Predator B UAV  XXX
The Secure Border Initiative is driven by various interests: first the very real danger of illegal entry by terrorists, and secondly, by the public outcry and venting of an enraged citizenry sickened by the swarm of illegals and their impact on health and education, jobs and the economy and the political process itself.  Illegal immigration represents a challenge for law enforcement too.  SBI seeks to minimize these negative impacts by new initiatives and technology.
 The use of surveillance and remote equipment has been greatly enhanced over the last 5 years.  
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The entire border infrastructure is under upgrade - with existing facilities being renovated and fence and border barriers under construction across the continental United States.  The Southwest region of the United States has long been in dire need of perimeter and barrier protection.  More than 670 miles of new fence has been installed and a wide array of natural barriers employed to halt the onslaught of illegal immigrants entering the country. U.S. Customs and Border Protection has designed far beyond any notion of traditional fencing. Physical fencing still is heavily depended upon, examples being:

· Vehicle Bollards similar to those found around federal buildings 

· "Post on rail" steel set in concrete with a mesh option

· Steel picket-style fence set in concrete 

· Concrete jersey walls with steel mesh 

· "Normandy" vehicle fence consisting of steel beams thwarts vehicular attacks
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XXX Caption Photo 6: Vehicular Barrier  XXX
XXX Insert Internet Resource:  To find out more on the Southwest Border Fence, visit:  http://www.dhs.gov/xprevprot/programs/gc_1207842692831.shtm XXX
Border protection will also employ natural barriers such as rivers, streams and ravines, mountains and cliffs or other natural artifice to deliver security. Rivers make exceptional barriers though illegals
 have long mastered the art of getting across them.
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Aside from physical fencing, border protection now relies upon a virtual world of fence and barrier. With the rise of technology and the sophistication of surveillance equipment, it is now possible to detect a border crossing then detach border units within seconds even without physical fencing.  
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The rise in personnel at the border has been astronomical in the last decade. Since 9/11, border patrol officers have doubled.  See Figure 4-4 for a graphical representation.  
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Despite this dramatic investment, any plan of securing our border must consider practices and policies above and beyond traditional law enforcement.  It has been the historic mission of the Border Patrol to identify, detect and detain illegal immigrants.  Accepting this as a continuing responsibility of any plan of homeland security is not debatable.  However, change and innovation needs to take the forefront in the homeland defense and law enforcement alone will not be able to carry out this basic task.  Congress and the DHS fully understood that law enforcement, in an exclusive sense, would be incapable of securing our borders.  Hence, with the merger of Customs with Border, and with the decision to integrate these functions into the Department of Homeland Security, Customs and Border Protection (CBP) looks at the border in an eclectic way - far beyond a traditional policing function.

CBP developed the SBInet program - which pulls in and melds all aspects of the border function; which incorporates the best of what each agency has to offer in border protection and integrates technology into the mix of service.  SBInet will integrate multiple state-of-the-art systems and traditional security infrastructure into a single division of CBP. The SBInet unified border control strategy encompasses both the northern and southern land borders including the Great Lakes, and the interdiction of cross border violations between the ports and at the official Ports of Entry (POEs). This strategy will funnel traffic to the USA through POEs where DHS has a greater level of control. The underlying goals of SBInet are:

· Detect entries when they occur;

· Identify what the entry is;

· Classify its level of threat (who they are, what they are doing, how many, etc.

· Effectively and efficiently respond to the entry; and bring the situation to the appropriate law enforcement resolution.

The SBInet program correctly relies on private industry and the entrepreneur for its necessary equipment and thus awards competitively based contracts to providers of relevant hardware and software.  For example, the Boeing Company was awarded a $64,000,000 contract to develop software capable of unified and regular use at all CBP stations and locations. This same mentality will be expected in all aspects of border protection - that of universal usage over singular locale. Therefore, border protection will expect that its remote towers be wired identically for use across the entire system, including communication systems and field transmitters.  SBInet delivers uniformity in practice, procedure and hardware for those entrusted with border protection. This penchant for sameness is sometimes referred to as the “Common Operating Picture” (COP).  In sum, SBInet’s overall goals seek uniform practices in border security and utilize the private sector in a competitive sense for the development of equipment and tactics. 

XXX Insert Internet Resource:  For a PowerPoint presentation on how borders are secured, see: http://www.cbp.gov/xp/cgov/about/mission/ XXX
b. CBP Air and Marine

While the CBP expends most of its energies on the illegal flood into America, its mission now rightfully includes the identification, detection and apprehension of the terrorist, as well as the interdiction of contraband.  With the merger of Customs into DHS, its historic mission has shifted to other protection.  Realizing this, the CBP developed an Air and Marine based program. The mission of Air and Marine is:

· Provide support to CBP’s anti-terrorism mission at U.S. borders including, air-to-ground interception of people and contraband illegally crossing land borders, air-to-air interception of aircraft, and air-to-water interception of transportation vessels. 

· Provide support for CBP’s traditional work, such as border interceptions unrelated to terrorism and other DHS missions as well. 

· Conduct air operations in support of other federal, state and local needs, such as disaster relief.

With nearly 200 boat and support vessels, the CBP is now a major player relative to marine security.  
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The CBP has developed a law enforcement position, the Marine Interdict Officer, who is on the front line in the war on terrorism.  

XXX Insert Internet Resource:  To see a job announcement for the Marine Interdict Officer, see: http://nemo.cbp.gov/air_marine/cbp_marine_interdiction.pdf   XXX
In the air, the CBP is just as impressive. To accomplish this mission, CBP A&M utilizes over 700 pilots and 267 aircraft including the use of unmanned aircraft systems or UAS’s. The use of unmanned drones is a critical tool in the war on terror, the interception of drugs and other illegal activity.  The range and breadth of aircraft indicates the seriousness of the CBP purpose in the air.  From small propeller to Sikorsky helicopters, the CBP marshals extraordinary hardware to carry out its mission. 

XXX Insert Internet Resource:  For an exceptional presentation on the UAS and other drones, see: http://hosted.ap.org/specials/interactives/_national/border_drones/ XXX
The CBP Air program greatly increases the productivity and coverage area involved in its mission.  The Air program delivers many services including:

· Aid and Implement CBP anti-terrorism programs

· Utilize both manned and unmanned Aircraft.

· Deliver Advanced Technology by detection systems

· Provide unrivaled Capacity to Interdict aircraft, boats, vehicles and personnel

· Foster Collaborative Relationships with Law Enforcement and the Military

· Provide Secure Airspace
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B. CBP and the Facilitation of Trade and Commerce

Along with its partners in the Coast Guard, other military arms and state and federal law enforcement, the CBP assumes essential control and oversight of trade into the American economy-across land, sea and air.  

1. Cargo

CBP tracks cargo at various points of entry in the United States.  The rules and protocols are quite legalistic and the agency realizes that the layers of bureaucratic requirements do impact the flow of goods and services on the world market.  In a global economy, it is critical that goods and services move expeditiously while at the same time, safely and securely.  The CBP, in conjunction with the DHS and other agencies, has implemented some innovative programs relative to cargo.  A sketch of the more notable programs follows.

a. The Secure Freight Initiative

  The Secure Freight Initiative evaluates capabilities for large-scale radiation scanning of cargo before ever reaching the United States.  Presently, the SFI program is operating at less than a dozen foreign ports with a goal to fully scan all inbound cargo. The stress of SFI is the nuclear and the radiological material that might be employed as WMD.  Using both active and passive detection systems, SFI scans cargo in large quantities.  Passive radiation detection technology used includes Radiation Portal Monitors. As the cargo and its hold pass through the system, the equipment generates various images by spectrograph, bar graph, infrared or thermograph reading as well as tradition x-ray imagery.  Radiography uses x-rays or gamma rays to penetrate a container (See Figure 4-5).
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XXX Caption Figure 5: X-Ray Image at SFI Location  XXX
SFI tends to favor what are known as Megaports - that is locations with huge volumes of cargo. This first phase of the Secure Freight Initiative partners with Pakistan, Honduras, the United Kingdom, Oman, Singapore, and Korea, and it will provide these governments with a greater window into potentially dangerous shipments moving across their territory. In Port Qasim, Puerto Cortes, and Southampton, the deployed scanning equipment will capture data on all containers bound to the United States, fulfilling the pilot requirements set out by Congress in the SAFE Ports Act
.
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XXX Caption Photo 11: SFI Scan  XXX
The SFI program operates in selected foreign ports to scan before leaving port.  At the same time, Secure Freight integrates new data into U.S. government screening and targeting systems, including the proposed new U.S. Customs and Border Protection Security Filing, as well as the creation of a proposed private-sector operated Global Trade Exchange (GTX). The Secure Freight Initiative is testing the feasibility of scanning 100 percent of U.S.-bound cargo. 

b. Container Security Initiative

Beginning in January 2002, CBP proposed the Container Security Initiative.  CSI inspects cargo units rather than the entire freight load and pushes U.S. port security back into the supply chain at its port of origin. CSI prescreens and evaluates containers before they are shipped. Under the CSI program, high-risk containers receive security inspections by both x-ray and radiation scan. Containers, before being loaded on board vessels destined for the United States, are inspected at CSI ports.  Upon arrival, these same containers are exempt from further inspection and as a result, goods move through our port system with greater efficiency.  CSI is operational in 58 foreign ports, as shown in Figure 4-6. A total of 35 customs administrations from other jurisdictions have committed to join the CSI program.
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XXX Caption Figure 4-6: CSI Partner Ports  XXX
CSI now covers 86 percent of all maritime containerized cargo destined to the United States.  CSI ports now include:

In the Americas

Montreal, Vancouver, and Halifax, Canada 

Santos, Brazil 

Buenos Aires, Argentina 

Puerto Cortes, Honduras 

Caucedo, Dominican Republic 

Kingston, Jamaica 

Freeport, The Bahamas 

Balboa, Colon, and Manzanillo, Panama 

Cartagena, Colombia 

In Europe:

Rotterdam, The Netherlands 

Bremerhaven and Hamburg, Germany 

Antwerp and Zeebrugge, Belgium 

Le Havre and Marseille, France 

Gothenburg, Sweden 

La Spezia, Genoa, Naples, Gioia Tauro, and Livorno, Italy 

Felixstowe, Liverpool, Thamesport, Tilbury, and Southampton, United Kingdom
Piraeus, Greece 

Algeciras, Barcelona, and Valencia, Spain 

Lisbon, Portugal 

In Asia and the Middle East

Singapore 

Yokohama, Tokyo, Nagoya, and Kobe, Japan 

Hong Kong 

Busan (Pusan), South Korea 

Port Klang and Tanjung Pelepas, Malaysia 

Laem Chabang, Thailand 

Dubai, United Arab Emirates (UAE) 

Shenzhen and Shanghai 

Kaohsiung and Chi-Lung 

Colombo, Sri Lanka 

Port Salalah, Oman 

Port Qasim, Pakistan 

Ashdod, Israel 

Haifa, Israel 

Alexandria, Egypt 

In Africa:

Durban, South Africa   

c. Customs Trade Partnership Against Terrorism (C-TPAT)

CBP realizes the essential role that private cargo carriers play in the safety and security of goods flowing through ports and harbors.  C-TPAT is a voluntary government-business initiative that works closely with the prime players in international cargo, namely importers, carriers, consolidators, licensed customs brokers, and manufacturers. C-TPAT asks business to ensure the integrity of their security practices and communicate and verify the security guidelines of their business partners within the supply chain. The goals of C-TPAT are:

· Ensure that C-TPAT partners improve the security of their supply chains pursuant to C-TPAT security criteria.

· Provide incentives and benefits to include expedited processing of C-TPAT shipments to C-TPAT partners.

· Internationalize the core principles of C-TPAT through cooperation and coordination with the international community.

· Support other CBP security and facilitation initiatives.

· Improve administration of the C-TPAT program.

The general theme of C-TPAT is to promote efficiency in cargo processes and to provide a forum for private/public cooperation in matters of cargo movement.  The benefits of C-TPAT are numerous and streamline various inspection processes for cargo and container carriers.

· A reduced number of inspections and reduced border wait times.

· A C-TPAT supply chain specialist to serve as the CBP liaison for validations, security issues, procedural updates, communication and training.

· Access to the C-TPAT members through the Status Verification Inter face.

· Self-policing and self-monitoring of security activities.

· In the Automated Commercial System (ACS), C-TPAT certified importers receive reduced selection rate for Compliance Measurement Examinations (-3X in FY 2003) and exclusion from certain trade-related local and national criteria.

· C-TPAT certified importers receive targeting benefits (-7X in FY 2003) by receiving a “credit” via the CBP targeting system.

· Certified C-TPAT importers are eligible for access to the FAST lanes on the Canadian and Mexican borders.

· Certified C-TPAT importers are eligible for the Office of Strategic Trade’s (OST) Importer Self-Assessment Program (ISA) and have been given priority access to participate in the Automated Commercial Environment (ACE).

· C-TPAT certified highway carriers, on the Canadian and Mexican borders, benefit from their access to the expedited cargo processing at designated FAST lanes. These carriers are eligible to receive more favorable mitigation relief from monetary penalties.

· C-TPAT certified Mexican manufacturers benefit from their access to the expedited cargo processing at the designated FAST lanes.

· All certified C-TPAT companies are eligible to attend CBP sponsored C-TPAT supply chain security training seminars.

XXX Insert Internet Resource:  For an application regarding C-TPAT membership, see: https://ctpat.cbp.dhs.gov/CompanyProfile.aspx  XXX
d. ACE:  Automated Commercial Environment

Modernizing the free flow of goods takes much more than mere personnel and novel policies.  The sheer volume of material flowing in and out of the global marketplace demands the highest systems of technology.  The CBP is upgrading and electronically manifesting the flow of goods through its Automated Commercial Environment program. ACE is part of a multi-year CBP modernization effort that is not yet fully operational and is being deployed in phases. The Automated Commercial Environment seeks to: 

· Allow trade participants access to and management of their trade information via reports; 

· Expedite legitimate trade by providing CBP with tools to efficiently process imports/exports and move goods quickly across the border; 

· Improve communication, collaboration, and compliance efforts between CBP and the trade community; 

· Facilitate efficient collection, processing, and analysis of commercial import and export data; and 

· Provide an information-sharing platform for trade data throughout government agencies.
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For example, in trucking, relative to cargo and container, the Automated Commercial Environment electronic truck manifest capabilities are now available at all 99 U.S. land border ports of entry. Truckers electronically author E-manifests which provide CBP with cargo information, such as crew, conveyance, equipment as applicable, and shipment details. In ports of entry, there are now mechanisms to file reports and paperwork electronically.  As of late 2007, the ACE program was making significant inroads into cargo and container fabric of America with mandatory e-manifests; the processing of 200,000 trucks per week; faster processing times for e-manifests; establishment of 14,000 ACE Secure Data Portal Accounts and the collection of nearly 38% of dues and fees computed through electronic periodic reports. 

The benefits to the ACE program are well documented and include:

· Financial savings with the periodic monthly payment capability; 

· Reduced processing time at the border with features like electronic truck manifest; 

· Ability to view shipment status and store data via the ACE Secure Data Portal; and 

· Capabilities to develop over 100 customized reports. 

III. US Citizenship and Immigration Services

While issues of immigration frequently touch the agencies such as Border Patrol and the Coast Guard, and from the prism of law enforcement, there are other issues within the province of U.S. Citizenship and Immigration Services.  Once referred to as the INS (Immigration and Naturalization Service), the department was merged into the DHS in 2002.  The U.S. Immigration and Naturalization Service (USCIS) is the primary entity responsible for the administration of immigration status and claims, the adjudication of findings and appeals and the promulgator off policies and practices concerning the agency.  Functions of the agency include but are not limited to:

· Adjudication of immigrant visa petitions

· Adjudication of naturalization petitions

· Adjudication of asylum and refugee applications

· Adjudications performed at the service centers

· All other adjudications performed by the INS
XXX Insert ch_4_fig_8 XXX
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To get the next set of 4 questions, click the Generate Questions button. When you are ready to review your answers, click the Review Answers button.

Top of Form

1. What are some of the basic beliefs of the Declaration of Independence?
[image: image19.wmf]
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 HTMLCONTROL Forms.HTML:Option.1 [image: image20.wmf]Freedom of speech, freedom of religion, freedom of the press
[image: image21.wmf]That all men are created equal and have the right to life, liberty, and the pursuit of happiness
[image: image22.wmf]That there are three branches of government
[image: image23.wmf]That there should be checks and balances within the government

2. Who is Commander-in-Chief of the United States military?
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3. Where is the White House located?
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4. In what month is the new President inaugurated?
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Bottom of Form

The Agency is involved in a wide assortment of aligned activities relating to terrorism and potential harm to the United States and its citizens.  By its very nature, USCIS has the capacity to be a barrier of entry, or a point of forced departure for those intent on doing harm to this nation.  

A. Project Shield America Initiative

XXX Insert ch_4_fig_9 XXX
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Project Shield America seeks to prevent foreign adversaries, terrorists, and criminal networks from obtaining and trafficking in WMD.  The program seeks to thwart terrorist groups from obtaining sensitive information about American technologies, commodities, munitions and firearms. Furthermore, Project Shield America traces financial transactions that violate U.S. sanctions or embargoes. Project Shield America tackles its job in three fundamental ways:

· Inspection and Interdiction- working at ports especially, both USCIS and CBP monitor potential harms.

· Investigations and Outreach – UCIS conducted wide ranging criminal investigations dealing with illegal munitions.  In addition, the program educates exporters and importers on legal compliance. 

· International Cooperation – the agency help support investigations by foreign law enforcement into illegal weapons and technology trafficking.

B. Fugitive Operations Program

On February 25, 2002, the National Fugitive Operations Program (NFOP) was officially established under the banner department of Immigration and Customs Enforcement. The primary mission of NFOP is to identify, locate, apprehend, process and remove fugitive aliens from the United States, with the highest priority placed on those fugitives who have been convicted of crimes. Furthermore, NFOP’s goal is to eliminate the backlog of fugitives and ensure that the number of aliens deported equals the number of final orders of removal issued by the immigration courts in any given year. 

The NFOP Fugitive Operations Teams strategically deployed around the country work solely on those cases identified as fugitives, and attempt to locate and apprehend those persons, who will ultimately be removed from the United States.  The NFOP publishes a “Most Wanted” list of criminals, terrorists and other unsavory characters.  A current collection includes the individuals shown in Figure 4-10.
XXX Insert ch_4_fig_10 XXX

ICE Most Wanted Fugitives

	


	Luis Albeiro Peña-Peña
Cocaine trafficking, money laundering and kidnapping of an ICE agent


	


	Veniamin Gonikman
Human smuggling/trafficking, and immigration and visa fraud


	


	Leonard B. Auerbach
Engaging in illicit sexual conduct in foreign places and possession of child pornography 


	


	Rafael Alvaro Saravia
Suspected human rights violations and removal from the United States


	


	Robert Anthony Walker
International Drug Smuggling: Cocaine 


	


	David Garzon-Anguiano
International Drug Smuggling: Cocaine 


	


	Mohamad Reda Tabbara
International Export of Stolen Vehicles


	


	John Innocent Okayfor
International Narcotics Smuggling Heroin


	


	David Creamer
International Distributor of Child Pornography


XXX Insert Internet Resource:  For a current look at the ICE’s list of foreign Criminal Aliens, see: http://www.ice.gov/doclib/pi/investigations/wanted/mostwanted.pdf  XXX
The NFOP training course is conducted at the ICE Academy located at the Federal Law Enforcement Training Center (FLETC). The training stresses utilization of the Internet, databases and other sources of information to locate where a fugitive lives, visits and/or works. NFOP teams are frequent participants in Joint Task Forces at the state and local level. 

C. Cornerstone Initiative

Terrorist and other criminal organizations need cash and finance to support illegal operations. The Cornerstone Initiative detects and closes those means to exploit the financial sector. Some of the more common targets of enforcement are:

· Bulk cash smuggling  

· Alternative financing mechanisms used to launder illicit proceeds. 

· Money service businesses, financial institutions, and international trade and transportation sectors 

· Common highly profitable cross-border crimes include commercial fraud, Intellectual Property Rights (IPR) violations, immigration violations, identity and benefits fraud, contraband and alien smuggling and human trafficking. 

The Cornerstone Team looks for patterns and select indicators of behavior in the transfer of money and funds.  There are a host of “Red Flags” that indicate the money trail is out of mainstream financial practice.  See Figure 4-11 for an example of some of the more common “Red Flags”.
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Red Flag Indicators
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Frequent international wire transfers from bank accounts that appear inconsistent with stated business. 

[image: image50.png]


Large (value or volume) of bank drafts, often issued to the same individual that are routinely cashed at foreign financial institutions located in countries of concern. 

D. Cyber Crimes Unit 

Much of what the Cyber Crimes Unit undertakes relates to child pornography. The scourge of predators and its tie to cyber pornography is amply documented. Created in 1997, the Unit, known as the “C3” brings a full range of ICE computer and forensic assets together in a single location to combat such Internet-related crimes as possession, manufacture and distribution of child pornography; money laundering and illegal cyber-banking; arms trafficking and illegal export of strategic/controlled commodities; drug trafficking; trafficking in stolen art and antiquities; and intellectual property rights violations. 

Since 9/11, the USCIS, through its enforcement unit, the Immigration and Customs Enforcement division (ICE) uses these pertinent skills in the hunt for the terrorist as well.  The mission of the Cyber Crimes Center is to investigate domestic and international criminal activities occurring on or facilitated by the Internet. The Cyber Crimes Unit is blessed with a state-of-the-art center offers cyber crime training to federal state, local and international law enforcement agencies. 

Terrorists use the internet and find the means and methods to conduct business, to transfer funds and to issue instructions.  The ICE distinguishes itself in the area of illegal arms and money laundering.  The ICE’s Arms and Strategic Technology division looks to prevent the proliferation of weapons, as well as the movement of terrorists and other criminals from entering the United States. 

XXX Insert ch_4_photo_12 XXX
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The Cyber Crimes Center has an additional competence regarding documents and related fraud. If 9/11 made plain any conclusion, it was the ease at which terrorists could fabricate documents to gain access. The threat posed by document fraud is evidenced by the ease at which seven of the 9/11 hijackers obtained identity documents in the State of Virginia. 

Passports are a particular problem for UCSIS since the range and design will depend on country of issue.  Here is an example of a terrorist who was caught before his attempted act of terror at the Los Angeles airport in 2005. He is presently serving a 22 year term in federal penitentiary.

XXX Insert ch_4_fig_12 XXX
[image: image52.jpg]



Documents give telltale signs of fraud and Customs and Immigration personnel have been trained to detect it.  The more common fraud indicators are:

· Physically altered passports 

· Passports with serial numbers that are watch-listed as lost or stolen 

· Handwritten documents that are easily forged or altered 

· Multiple passports used by the same person with variations in the spelling/structure of the name and of date of birth 

· Ambiguous or contradictory information submitted to consular or border control officials

· Absence of supporting documents to corroborate passport information

· Passports with glued-in photographs

· Large gaps in travel history as reflected in stamps and visas

XXX Insert Internet Resource:  The United States Department of State has authored a quick course in Passport fraud at:  http://www.state.gov/m/ds/investigat/c10714.htm XXX
IV. Transportation Security 

In the broadest context, transportation security encompasses air, rail, bus, shipping and ports, and mass transit safety. Most of these centers of movement can properly be characterized as critical infrastructure.  Many agencies of government deal with transportation safety and security questions.  DHS and the FAA first come to mind since each regulates and promulgates administrative practices regarding these industries. The Department of Commerce involves itself in a host of travel questions as well as the Federal Highway Administration.  Because of the multi-agency involvement in the world of travel and transportation, it would be impossible to cover each and every aspect of the homeland question relative to the diversity of government agencies and missions.  What we will try to is to highlight the most relevant for homeland security purposes, starting with the Transportation Security Agency (TSA).

A. The Transportation Security Agency (TSA)

 If any portion of the Homeland front touches the general public it is the work of the Transportation Security Agency.  Most American citizens come face to face with the TSA - the visible arm of airport safety in our terminals.  Passenger and baggage screening are the prime typing of the TSA.  Despite these responsibilities, the TSA engages in a broad range of other activities.  The TSA is a component of the Department of Homeland Security and is responsible for not only the security of the nation's airline transportation systems, but also with our state, local and regional partners, oversees security for the highways, railroads, buses, mass transit systems, ports and the 450 U.S. airports. The TSA employs approximately 50,000 people. By any reasonable measure, it is a lumbering bureaucracy that scores low in public opinion.  The TSA is well aware how aggravated the public gets and how annoying its processes can be.  And it is also acutely aware that its high attrition rate undercuts its efforts to become a professional body.  TSA has recently engaged in a series of public relations campaigns to bolster its image. See Figure 4-13 for an example from a public relations campaign.
XXX Insert ch_4_fig_13 XXX
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The bulk of what the TSA does relates to airline safety. Indeed, if the terrorist attack had occurred on a boat, the likely location for our front line of defense would be in the harbor.  Location has much to do with policy and practice.  Then again, the nature of the 9/11 attacks also prompted this emphasis.  It may be misguided, but it surely adds a layer of safety to the culture.

XXX Insert ch_4_photo_13 XXX
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TSA’s primary mission is transportation - all forms - all locales.  It is a gargantuan responsibility.  Consider the scope of the jurisdiction,

· 3.9 million miles of public roads 

· 100,000 miles of rail

· 600,000 bridges

·  300 tunnels and numerous sea ports

·  two million miles of pipeline

·  500,000 train stations

·  500 public-use airports

· 1.2 million trucking companies operating 15.5 million trucks including 42,000 HAZMAT trucks 

· ten million licensed commercial vehicle drivers including 2.7 million HAZMAT drivers 

· 2.2 million miles of hazardous liquid and natural gas pipeline 

· 120,000 miles of major railroads 

· Nearly 15 million daily riders on mass transit and passenger rail systems nationwide 

· 25,000 miles of commercial waterways 

· 361 ports 

· 9.0 million containers through 51,000 port calls 

· 11.2 million containers via Canada and Mexico 

· 19,576 general aviation airports, heliports, and landing strips 

· 459 Federalized commercial airports 

· 211, 450 general aviation aircraft 

· General aviation flights represents approximately 77% of all flights in the US 

From airports to bus stations, rail terminals to pipelines, the TSA is entrusted with extraordinary responsibilities. In each of these sectors TSA must be mindful of the following:

· Completion of industry threat, vulnerability, and consequence assessment 

· Development of baseline security standards 

· Assessment of operator security status versus existing standards 

· Development of plan to close gaps in security standards 

· Enhancement of systems of security 

What is crucial to the TSA mission is the development of various layers of security protection at the facilities it is entrusted with.  By layers, we mean barriers or checkpoints for protection. The more checkpoints there are the greater the likelihood of detection. The TSA charts its various programs at Figure 4-14.
XXX Insert ch_4_fig_14 XXX
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At any given point along this detection continuum, the terrorist is vulnerable. Whether at the airport screening machine, or vetted by random checks, the terrorist, in order to succeed, will have to pass through a multi-tiered checkpoint system.  The sheer volume of detection points reduces the chance for terrorist activity.

Aside from staffing airport screening lines, the TSA involves itself in a diversity of programs.

XXX Insert ch_4_photo_14 XXX
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1. Federal Air Marshals

The Federal Air Marshal program plants undercover law enforcement on airline flights. The program operates with specific intelligence or by random assignment. Federal Air Marshals are skilled in the use of weaponry and defense/offense tactics that involve restraint. Marshals must blend in with passengers, keeping any unsuspecting terrorist unaware of his or her presence on that plane.  Marshals employ investigative techniques, criminal terrorist behavior recognition, firearms proficiency, aircraft specific tactics, and close-quarters self-defense measures to protect the flying public.

XXX Insert ch_4_photo_15 XXX
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2. Federal Flight Deck Officers

The Federal Flight Deck Officer program permits aviation pilots to be fully armed in the cockpit.  TSA identifies and trains qualified officers for this position.  Under this program, eligible flight crewmembers are authorized by the Transportation Security Administration Office of Law Enforcement/Federal Air Marshal Service to use firearms to defend against an act of criminal violence or air piracy attempting to gain control of an aircraft. A flight crew member may be a pilot, flight engineer or navigator assigned to the flight. The program is required to maintain strict confidentiality of its participants.  The FFDO are further characterized and empowered by these criteria:

· FFDOs are considered Federal law enforcement officers only for the limited purposes of carrying firearms and using force, including lethal force, to defend the flight deck of an aircraft from air piracy or criminal violence. 

· FFDOs are not granted or authorized to exercise other law enforcement powers such as the power to make arrests, or seek or execute warrants for arrest, or seizure of evidence, or to otherwise act as Federal law enforcement outside the jurisdiction of aircraft flight decks. 

· FFDOs are issued credentials and badges to appropriately identify themselves to law enforcement and security personnel, as required in the furtherance of their mission. 

· FFDOs are issued firearms and other necessary equipment by the Federal Air Marshal Service. 

· FFDOs are responsible for the readiness and daily security of their firearms, credentials and equipment. 

· FFDOs are authorized to transport secured firearms in any state for a flight on which they are flying to or from as approved by the Federal Air Marshal Service as necessary for their participation and activities in the program. 

3. Law Enforcement Officers Flying Armed

The TSA always oversees a program on instruction and general guidance for law enforcement officers wishing to fly while armed.  The program recognizes the critical role a legitimately armed law enforcement officer might play in the event of a terrorist event.  Just as critical is the program’s desire to promulgate standards for any law enforcement officer flying yet on official business.  Transporting prisoners, tailing a suspect or other investigative practice demands an official protocol for the use and storage of firearms. Any officer desiring to fly armed, must complete a course of instruction and file required paperwork giving notice of this intention.

XXX Insert Internet Resource:  For a policy directive from Ohio on flying armed, see: http://www.cincinnati-oh.gov/police/downloads/police_pdf15847.pdf XXX
4. TSA’s Canine Explosive Detection Unit

Given the broadening responsibilities of the TSA, beyond the airports and venturing into ports and harbors, train and municipal transit facilities, the TSA has had to get creative in how it carries out its task.  The use of canines has long been a beneficial and very economical police practice.  The TSA uses canines to detect explosives in various quarters. 

XXX Insert ch_4_photo_16 XXX
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Canines are particularly effective in ports and harbor areas where the sheer volume of coverage area can be daunting for law enforcement. The TSA has developed certification standards for canine units for purposes of uniformity and quality in practice.  The TSA is aggressively developing units and teams throughout the United States. The agency will train and certify more than 400 explosives detection canine teams, composed of one dog and one handler, during the next two years. Eighty-five of these teams will be TSA employee-led and will primarily search cargo bound for passenger-carrying aircraft. TSA handlers will be non-law enforcement employees and will complement the 496 TSA-certified state and local law enforcement teams currently deployed to 70 airports and 14 mass transit systems
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TSA operates a puppy breeding program to fill the ranks of the future.  Volunteers staff the operation and raise the puppies who will work in TSA functions.  During this time, volunteers provide a well-rounded, socialized and nurturing environment. TSA delivers an orientation program for volunteers and makes technical staff available during this period of upbringing.

XXX Insert ch_4_photo_18 XXX
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5. Risk Management Programs

The TSA has played an integral role in the development of risk assessment protocols and tools for the transportation system. TSA completely appreciates the interrelationship between a risk or series of risks and the critical infrastructure and assets it protects.  To understand the risk is to comprehend the landscape to be protected.  To comprehend the landscape to be protected surely leads to the identification and mitigation of risk. TSA also recognizes that transportation assets, such as airplanes and tunnels, are part of larger systems, such as the national aviation system or a mass transit system. Taken together, all the individual transportation systems form the national transportation system.  Essentially the TSA discerns systems within systems.  The behavior of transportation systems cannot be fully explained by confining observations to individual cars, vessels, and aircraft or fixed infrastructure. As a result, the TSA has developed self assessment tools for Maritime, Transportation and Mass Transit systems.  

XXX Insert Internet Resource:  Visit TSA for instructions on how to access these risk tools at: http://www.tsa.gov/approach/risk/editorial_1733.shtm XXX
6. TSA Technology and Innovation

Cutting edge technology is a desired end for the TSA.  The costs of human intelligence versus mechanical versions are always higher, and realizing the volume of TSA activities, the need for high level technology has never been greater.  The world is a very large place to screen and the human eye is simply incapable of seeing it all.  To stay ahead of the terrorist, TSA has developed and employed some incredible technology. In air, cargo holds, ports and harbor shipping, the use of technology will permit the TSA to extend its reach. A thumbnail review of a few of the more exciting advances is covered below.

a. Trace Portals

The use of the trace portal is now a reality in various airports.  When compared to the baggage screen, the trace portal is capable of identifying minute quantities of dangerous items, from explosives to Anthrax. As passengers enter the trace portal, standing still for a few seconds, several puffs of air are released, dislodging microscopic particles from passengers that are then collected and analyzed for traces of explosives.  TSA has already installed trace portals in Baltimore; Boston; Gulfport, Miss.; Jacksonville, Fla.; Las Vegas; Los Angeles; Miami; Newark; New York (JFK); Phoenix; Providence, R.I.; Rochester, N.Y.; San Francisco; San Diego; and Tampa, Florida. See Figure 4-15 for a Trace Portal.
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b. Millimeter Wave

A new means for discerning explosives, IED’s and other concealed materials, is the Millimeter Wave device.  Beams of radio frequency (RF) energy in the millimeter wave spectrum are projected over the body’s surface at high speed from two antennas simultaneously rotating around the body. The RF energy reflected back from the body or other objects on the body constructs a three-dimensional image. The three-dimensional image of the body, with facial features blurred for privacy, is displayed on a remote monitor for analysis.  The machine itself is innocuous.
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The imagery lacks specificity relative to identity and hence cannot be used for illicit purposes.  An example of the projection can be seen at Figure 4-16.
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c. Biometrics

The world of Biometrics has clearly invaded the day-to-day life of the TSA. Biometrics can be defined as follows:

· Biometrics is a general term used alternatively to describe a characteristic or a process.

· As a characteristic: a biometric is a measurable biological (anatomical and physiological) and behavioral characteristic that can be used for automated recognition.

· As a process: a biometric is an automated method of recognizing an individual based on measurable biological (anatomical and physiological) and behavioral characteristics.

Biometrics are a means of identification using both machine and man. Presently, biometrics can target various bodily components for identification including:

· Palm

· Fingerprint

· Face

· Vascular

· Speech

· Eye

Both retinal scans and fingerprint analysis by digital means are available to the agency.  Biometric fingerprint machines are becoming a common experience for both residential and international travelers.
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Machines that trace and match retinal patterns are sure to grow just as quickly.

(1)    Biometric Application: The Registered Traveler Program

Biometric applications are becoming very common in the travel and transportation industries.  The Registered Traveler program is growing and highly dependent on biometric technology.

The Transportation Security Administration and private industry, in an effort to speed up the traveling process for business and repeat travelers, have developed the Registered Traveler (RT) program. In order to participate, passengers undergo a TSA-conducted security threat assessment (STA). It is a voluntary program with both corporate entities and individuals participating.  Biometrics plays a key role in this program. To enroll, applicants voluntarily provide RT Sponsoring Entities (participating airports/air carriers) and Service Providers with biographic and biometric data needed for TSA to conduct the STA and determine eligibility. To date, the following agencies participate in the Registered Traveler program.

· Air France (operating out of Terminal 1 at JFK); 

· AirTran Airways (operating out of the Central Terminal at LGA); 

· Albany International Airport (ALB); 

· British Airways (operating out of Terminal 7 at JFK); 

· Cincinnati/Northern Kentucky International Airport (CVG); 

· Denver International Airport (DEN); 

· Gulfport-Biloxi International Airport (GPT); 

· Indianapolis International Airport (IND); 

· Jacksonville International Airport (JAX); 

· Little Rock National Airport (LIT); 

· Norman Mineta San Jose International Airport (SJC); 

· Oakland International Airport (OAK); 

· Orlando International Airport (MCO); 

· Reno/Tahoe International Airport (RNO); 

· Ronald Reagan Washington National Airport (DCA); 

· Salt Lake City International Airport (SLC); 

· San Francisco International Airport (SFO); 

· Virgin Atlantic (operating out of Terminal B at EWR);  

· Virgin Atlantic (operating out of Terminal 4 at JFK); 

· Washington Dulles International Airport (IAD); and 

· Westchester County Airport (HPN). 

XXX Insert Internet Resource:  The Department of the Army has produced an excellent overview of biometric applications at:  http://www.biometrics.dod.mil/Bio101/1.aspx XXX
There is much more that could be written concerning the activities of the TSA. Throughout the remainder of this text, the role of the TSA in other aspects involving the transportation industry will be highlighted. In fact, our coverage turns to two key areas in the transportation arena, namely maritime and rail.

B. Maritime Security

Maritime security is an interagency operation at the federal level with the prime players being the Coast Guard, Customs and Immigration and the DHS. Previous to 9/11 conceptions of security largely dealt with smuggling, theft and drug trafficking.
  Since that time, maritime security has been evaluated in more global terms.  Maritime enforcement can only be described as a major under undertaking that draws in all sectors of defense, including the traditional branches of the armed services.

The maritime domain is defined as all areas and things of, on, under, relating to, adjacent to, or bordering on a sea, ocean, or other navigable waterway, including all maritime-related activities, infrastructure, people, cargo, and vessels and other conveyances. The maritime domain for the United States includes the Great Lakes and all navigable inland waterways such as the Mississippi River and the Intra-Coastal Waterway.  

In the most general terms, maritime security seeks to accomplish the following ends:

· Prevent Terrorist Attacks and Criminal or Hostile Acts

· Protect Maritime-Related Population Centers and Critical Infrastructures

· Minimize Damage and Expedite Recovery

· Safeguard the Ocean and Its Resources

The Maritime Security Transportation Act of 2002
 was the initial legislative response after the attack of 9/11. The Act requires vessels and port facilities to conduct vulnerability assessments and develop security plans that may include passenger, vehicle and baggage screening procedures; security patrols; establishing restricted areas; personnel identification procedures; access control measures; and/or installation of surveillance equipment. Developed using risk-based methodology, the security regulations focus on those sectors of maritime industry that have a higher risk of involvement in a transportation security incident, including various tank vessels, barges, large passenger vessels, cargo vessels, towing vessels, offshore oil and gas platforms, and port facilities that handle certain kinds of dangerous cargo or service the vessels listed above.

XXX Insert Internet Resource:  For the entire language of the Act, see:  http://www.tsa.gov/assets/pdf/MTSA.pdf XXX
1. The National Strategy for Maritime Security

By 2005 the White House had issued its white paper, relying upon the joint recommendations of the Department of Homeland Security and the Department of Defense, entitled “The National Strategy for Maritime Security.” 
  The National Strategy hones in on these fundamental objectives:

· Detect, deter, interdict, and defeat terrorist attacks, criminal acts, or hostile acts in the maritime domain, and prevent its unlawful exploitation for those purposes.

· Protect maritime-related population centers, critical infrastructure, key resources, transportation systems, borders, harbors, ports, and coastal approaches in the maritime domain.

· To define and set out the maritime domain.

· Minimize damage and expedite recovery from attacks within the maritime domain.

· Safeguard the ocean and its resources from unlawful exploitation and intentional critical damage.

· Enhance international cooperation to ensure lawful and timely enforcement actions against maritime threats.

· Embed security into commercial practices to reduce vulnerabilities and facilitate commerce.

· Deploy layered security to unify public and private security measures.

· Assure continuity of the marine transportation system to maintain vital commerce and defense readiness.

The National Strategy fully accepts that the world’s waterways depend upon extraordinary cooperation both internally and externally.  Nothing is capable in isolation.
XXX Insert ch_4_fig_17 XXX
[image: image65.jpg]National Strategy
for

Global Maritime Maritime
Intoligonco
Integration

Intermationsl
Effortand

Outroach Poloy Acton
Working Groups

Domestic
Outreach




Both government and commercial interests need to work together. Nations and states must coordinate response and action and adopt common definitions and parameters for what constitutes the maritime domain. The National Strategy on Maritime Security realizes the complexity of protecting the world’s seas and waterways.  It realizes that governmental entities and bodies need coordination. As a result, the Strategy erects the Interagency Maritime Security Policy Coordinating Committee - established to serve as the primary forum for coordinating U.S. government maritime security policies. The Committee reviews existing interagency practices, coordination and execution of U.S. policies and strategies relating to maritime security and recommends improvements, as necessary.

2. Other Maritime Plans

At the national level there are eight other plans or programs dedicated to the protection of the maritime domain.

· The National Plan to Achieve Maritime Domain Awareness:  Educates the public about the nature of a Maritime Domain in order threats may be identified.

 Maritime domain awareness involves anything associated with the global maritime domain that could impact the United States’ security, safety, economy, or environment.  A range of federal departments and agencies will need to coordinate closely to identify threats as early and as distant from our shores as possible. By unifying U.S. government efforts and supporting international efforts, this Plan will help achieve maritime domain awareness across the Federal government, with the private sector and civil authorities within the U.S., and with our allies and partners around the world. 

·  Maritime Transportation System Security Plan:  Seeks to improve the national and international regulatory framework regarding the maritime domain.

The MTS evaluate maritime security in light of its various systems. MTS is a network of maritime operations that interface with shoreside operations at intermodal connections as part of overall global supply chains or domestic commercial operations. The various maritime operations within the MTS operating network have components that include vessels, port facilities, waterways and waterway infrastructure, intermodal connections, and users. The DHS will issue a series of continuing recommendations regarding the safety of the network and its various components. 

· Maritime Commerce Security Plan: Establishes a comprehensive plan to secure the maritime supply chain.

· Maritime Infrastructure Recovery Plan: Recommends procedures for the recovery of the maritime infrastructure following attack or similar disruption. 

· International Outreach and Coordination Strategy:  Provides a framework to coordinate all maritime security initiatives undertaken with foreign governments and international organizations, and solicits international support for enhanced maritime security. 

· Global Maritime Intelligence Integration Plan:  Uses existing capabilities to integrate all available intelligence regarding potential threats to U.S. interests in the maritime domain. 

· Maritime Operational Threat Response Plan:  Coordinates United States Government response to threats against the United States and its interests in the maritime domain by establishing roles and responsibilities that enable the government to respond quickly and decisively. 

· Domestic Outreach Plan:  Engages non-Federal input to assist with the development and implementation of maritime security policies. 

What is undeniable is that terrorists have attempted to use terrorism in the maritime domain.  Professionals from all branches of defense and law enforcement constantly watch the horizon for new means and methods of attacks.

3. The Role of the Coast Guard in Maritime Security

At sea and on the continental shelf, in major lakes and rivers, the United States Coast Guard assumes the preeminent role in maritime security. With its fleet of cutters and world class tugs and rescue vessels, high level technology, skill in port and harbor investigations and a professional class of officers and staff, it is difficult to find a better fit.  
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The Coast Guard’s central mission relates to maritime activities. The Coast Guard’s five part mission focuses on issues integral to a safe maritime environment.

· Maritime Safety: Eliminate deaths, injuries, and property damage associated with maritime transportation, fishing, and recreational boating. The Coast Guard's motto is Semper Paratus—(Always Ready), and the service is always ready to respond to calls for help at sea.

· Maritime Security: Protect America's maritime borders from all intrusions by: (a) halting the flow of illegal drugs, aliens, and contraband into the United States through maritime routes; (b) preventing illegal fishing; and (c) suppressing violations of federal law in the maritime arena.

· Maritime Mobility: Facilitate maritime commerce and eliminate interruptions and impediments to the efficient and economical movement of goods and people, while maximizing recreational access to and enjoyment of the water.

· National Defense: Defend the nation as one of the five U.S. armed services. Enhance regional stability in support of the National Security Strategy, utilizing the Coast Guard’s unique and relevant maritime capabilities.

· Protection of Natural Resources: Eliminate environmental damage and the degradation of natural resources associated with maritime transportation, fishing, and recreational boating.

With this mission in mind, it is no wonder that the Coast Guard so actively intervenes in the day-to-day grind of the maritime. Examples of Coast Guard roles and functions in the maritime world are myriad.  

a. Emergency Safety

The effectiveness and professionalism of the Coast Guard can always be gleaned from their role in emergency response. Coast Guard assistance in time of storm, hurricane and floods and other natural disasters is the stuff of legend. 
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 Throughout its distinguished history, the Coast Guard saves more than lives but whole communities.  At no place was this more obvious than during Hurricane Katrina.  Referred to as the only shining moment and silver lining in the debacle, Coast Guard personnel swept up person after person in the raging waters of New Orleans. The Coast Guard single handedly saved more residents of New Orleans than any other governmental authority. 
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XXX Caption Photo 4-23: Coast Guard over New Orleans XXX
Wherever water runs, the Coast Guard is always prepared and ready to serve those in distress. From Hatteras, North Carolina beaches to Lake Superior, maritime safety comes first for this service.  

The most prominent safety unit in the Coast Guard is its Search and Recover team. (SAR)
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The primary goal of SAR is to minimize the loss of life to those in distress, and the Guard saves more than 85% of those who call.  When one evaluates the places of these dangerous rescues, it is simply an extraordinary statistic.

XXX  Insert Internet Resource:  Read about the SAR program in the Coast Guard magazine at: http://www.uscg.mil/hq/g-o/g-opr/SAR%20Watch%20newsletter/newsletter.htm XXX
The SAR program is physically demanding and recruits experience a significant attrition rate of nearly 50%.
XXX Insert Internet Resource:  To learn about the curriculum and the physical demands leading to high attrition rates, see: http://www.defenselink.mil/news/newsarticle.aspx?id=25362 XXX
Check with your local Coast Guard recruiter on eligibility standards.
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b. Security and Law Enforcement

Law enforcement functions constitute a major portion of Coast Guard activity.  In a way, the Coast Guard polices the waters for a host of things from smuggling to drugs, from illegal human cargo to WMD.  On the water and in the ports, one discovers the critical role of the Coast Guard. The Coast Guard is the law of sea and waterways. 

The Coast Guard is the lead federal agency for maritime drug interdiction.  In conjunction with U.S Customs Service, the Coast Guard combats and interdicts illegal drugs; interferes and deters the activities of smugglers using the maritime for illegal delivery of drugs and engages those that seek to pollute our cities and towns with contraband. Over the last decade Coast Guard activity in the area of drug interdiction has been active.
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http://www.uscg.mil/hq/g-o/g-opl/Drugs/Statswww.htm
The Coast Guard has dramatically reoriented its mission to the law enforcement model.  The Coast Guard Law Enforcement mission is statutorily outlined in these general terms:

The Coast Guard shall enforce or assist in the enforcement of all applicable Federal laws on, under, and over the high seas and waters subject to the jurisdiction of the United States; shall engage in maritime air surveillance or interdiction to enforce or assist in the enforcement of the laws of the United States; shall administer laws and promulgate and enforce regulations for the promotion of safety of life and property on and under the high seas and waters subject to the jurisdiction of the United States covering all matters not specifically delegated by law to some other executive department; shall develop, establish, maintain, and operate, with due regard to the requirements of national defense, aids to maritime navigation, ice-breaking facilities, and rescue facilities for the promotion of safety on, under, and over the high seas and waters subject to the jurisdiction of the United States; shall, pursuant to international agreements, develop, establish, maintain, and operate icebreaking facilities on, under, and over waters other than the high seas and waters subject to the jurisdiction of the United States; shall engage in oceanographic research of the high seas and in waters subject to the jurisdiction of the United States; and shall maintain a state of readiness to function as a specialized service in the Navy in time of war, including the fulfillment of Maritime Defense Zone command responsibilities.

In 2004 the Coast Guard established a Maritime Law Enforcement Academy in Charleston, South Carolina. The Academy prepares Coast Guard personnel to perform as Boarding Officers and Boarding Team Members; develops the Maritime Law Enforcement skills of professionals from federal, state and local agencies, as well as the international community and provides assistance to law enforcement agencies.
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 The Coast Guard also operates an Investigative Service. The office concentrates on drugs and other smuggling, illegal immigration activities and environmental violations.  Charted below are the competencies and skills expected for the professional investigator. 

JOB TASK ILLUSTRATION FOR INVESTIGATORS 

Receipt, Analysis, and Disposition of Allegations(s) 

· Obtain data from complainant or source 

· Document complaint in writing 

· Know prosecutive or regulatory criteria 

· Identify violations (elements of crime) or administrative standards 

· Review and identify significant information or potential evidence 

· Determine correct disposition of complaint (criminal, civil, or administrative) 

· Open investigation, if appropriate, and coordinate with appropriate authorities (internally/externally) 

Assessment, Focus, and Preparation of Investigative Plan 

· Review available information and evidence 

· Review legal decisions and guidelines 

· Review agency programs, operational policies, and procedures 

· Determine focus and scope of investigation 

· Assess and identify required resources 

· Identify potential witnesses, suspects, relevant documents, and evidence 

· Organize and prioritize investigative activities 

· Prepare initial investigative plan 

Conduct Investigation 

· Maintain focus and follow investigative plan (revise as necessary) 

· Prepare for anticipated investigative activities (interviews, taking statements) 

· Apply knowledge of laws and/or regulations 

· Understand and apply techniques to ensure constitutional rights 

· Project a professional image 

· Use good oral and written communicative skills 

· Know evidentiary rules 

· Collect, analyze, and preserve evidence 

· Use appropriate specialized techniques (search warrants, forensics, consensual monitoring) 

· Conduct reviews and data inquiries and promptly document such activities 

· Collect and analyze financial data 

· Assess progress and re-focus when necessary 

· Coordinate progress with supervisor (prosecutors or management, as appropriate) 

· Maintain appropriate liaison 

· Effectively manage the case and assist personnel and meet planned milestones 

· Obtain IG or grand jury subpoenas and/or testify before grand jury 

Review, Organize, and Evaluate Investigative Findings 

· Review and understand the information gathered 

· Organize the information and evidence gathered 

· Correlate data, witnesses, and records 

· Consider internal/external customer needs 

Draft Report, Validate Contents, and Submit Final Report 

· Write draft report - ensure accuracy, thoroughness, objectivity, proper format, clarity, and correct grammar 

· Review report to ensure information is correct and complete 

· Consider issues such as confidentiality, the Privacy Act, the Freedom of Information Act, and security classification 

· Include disclosure caveats where appropriate 

· Write final report 

· Distribute to appropriate entities 

Post-Investigative Tasks 

· Know rules of criminal and/or civil procedure 

· Assist with preparation for court/administrative proceedings 

· Serve witness subpoenas 

· Assist U.S. Attorney/District Attorney at trial 

· Testify at trial 

· Document and report results, dispositions, and outcomes 

· Obtain disposition of exhibits and evidence after trial/hearing 

· Return and document proper disposition of documents and evidence 

· Review the organization of investigative files for efficient retrieval 

· Archive investigative files 

· Ensure information management database reflects accurate and final case information 

The Coast Guard tackles law enforcement from the homeland security end too. Here the Coast displays its multi-task ability, and its capacity to blend safety, emergency, defense and homeland protection into its mission.  In the area of homeland security, the Coast Guard assumes these responsibilities: 

· Protect ports, the flow of commerce, and the marine transportation system from terrorism. 

· Maintain maritime border security against illegal drugs, illegal aliens, firearms, and weapons of mass destruction. 

· Ensure that we can rapidly deploy and resupply our military assets, both by keeping Coast Guard units at a high state of readiness, and by keeping marine transportation open for the transit assets and personnel from other branches of the armed forces. 

· Protect against illegal fishing and indiscriminate destruction of living marine resources, prevention and response to oil and hazardous material spills--both accidental and intentional. 

· Coordinate efforts and intelligence with federal, state, and local agencies. 

The Coast Guard also works closely with the other branches of the military to provide homeland defense and civil support to federal, state and local agencies in the United States, and includes the increased security measures taken after the September 11 terrorist attacks. The Coast Guard joined the other services in making its services available to the larger law enforcement community.  This program, dubbed, Operation Noble Eagle, seeks to meld the missions of the military into the homeland strategy.
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Career opportunities abound for those interested in military service with a safety and law enforcement approach.  The Coast Guard career track delivers fascinating and challenging paths to professionalism.

c. Cargo and Ports

The responsibility for Cargo and Port protection resides primarily with the United States Coast Guard, though its aligned partners - DHS and Customs and Immigration - aid in the endeavor. Bureaucratically, the Coast Guard administers its cargo, container and facilities program through its Inspection and Compliance Directorate.
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For the Coast Guard, as part of its overall mission of safety and security on the high seas and waterways, it would be a natural and very complimentary function for this service.  With billions of tons of cargo, and nearly 52,000 foreign ships visiting the US, the job can be daunting.
 Balance this with the entrepreneurial bent of the shipping and cargo industry - that need to move goods and services fast, efficiently and profitably, and you have a delicate policy problem.  On the one hand, the safety and security issue runs front and center, yet on the other hand, the Coast Guard needs to be sensitive to the question of productivity and finance.  Some have argued that the costs of maritime security may be too high and not worth the investment.
 Even afar, the costs associated with assuring security are staggering and sometimes demonstrate the subservience of the maritime industry which is “at the beck and call of a government whose legal initiatives, understandably, are more in tune with security than economy.”
 In a global economy, with significant trade entering American ports each and every day, the imposition of security measures in a free economy requires keen balancing. Implementing “new security policies with economic and trade objective is a complicated task given the potential risks to human life should the United States under-protect its borders.”

Each and every day, the U. S. Coast Guard is responsible for each and every visitation of a foreign ship, the safety and security of America’s ports and the implementation of sweeping maritime policies. The Coast Guard’s Cargo and Facilities Division is responsible for: 

· Overseeing onshore and offshore domestic commercial facilities, including deepwater ports, and cargo safety, security and environmental protection compliance programs, including direction of Coast Guard field activities, industry partnerships in support of applicable laws and regulations. 

· Advising the Office of Investigation and Analysis regarding the Notice of Violation enforcement program policy as applied to cargo and commercial facilities. 

· Maintaining liaison and outreach with key industry, inter-agency and international partners on related facility and cargo safety, security and environmental protection activities. 

· Developing policy for Facility Security Plans (FSPs) review and approval, Facility Alternative Security Programs (ASPs) and Public Access/ Waivers/ Exemptions. 

· Establishing and interpreting standards and regulations, and participating in the rule-making and the legislative change process for onshore and offshore domestic commercial facilities. 

· Administering the standard safety and security Facility Inspection and Pollution Prevention Compliance programs

· Administering program activities for military and commercial explosives, radioactive material, packaged hazardous material, cargoes of particular hazard, classified cargoes,

· Maintaining database of all U.S. waste reception 

· Developing inspection, enforcement and safety and security policy for the Coast Guard Container Inspection program and oversee the operation of the Container Inspection Training and Assist Team (CITAT). 

· Developing regulations and policy guidance for the implementation of a biometric credential for port workers and update access control regulations and security plan requirements to implement requirements for such a credential. 

· Establishing policy, policy guidance and oversee the enforcement of international treaties, conventions, and domestic regulations for domestic onshore and offshore commercial facilities, including Deepwater ports, and cargo. 

· Coordinating with interdepartmental agencies and other departments on the application of a coordinated cargo safety and security legislation, regulations, standards, and rules. 

· Coordinating U.S. participation in International Maritime Groups.

(1) Operation Homeport

“Homeport” is the code name given by the Coast Guard to signify all of its port activities. The activities are extensive and this short section will only highlight a few of them.  
XXX Insert Internet Resource: To become familiar with the diverse Homeport functions, visit: http://homeport.uscg.mil/mycg/portal/ep/home.do  XXX
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(a) Port and Harbor Facilities

Port facilities are subject to a wide array of safety and security standards. Coast Guard personnel inspect the facilities - some 3,200 facilities in the United States alone.  Each facility is required under the Maritime Security Act of 2002 to develop and implement a Security Plan. By 2005, some 9,500 vessels and 3,500 facilities submitted both a security assessment and a security plan earlier this year. The Coast Guard was entrusted with assessing these plans and once determining vulnerabilities, worked with these parties to adjust and correct deficiencies. Coast Guard inspectors enter the facility to determine the consistency of the plan with the reality of that facility. Breaches in facilities are noted as well as deficiencies relating to recordkeeping and access control.
XXX Insert Internet Resource:  For the federal regulations regarding the content of the Security Plan, see:  http://edocket.access.gpo.gov/cfr_2003/julqtr/pdf/33cfr105.305.pdf XXX
By 2006, The General Accounting Office, when reviewing the results of Coast Guard Inspections, found patterns of deficiencies.
 See Figure 4-18 for a chart depicting the results.
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Upon the completed inspection, the Coast Guard issues a vulnerability report which the carrier will concur with or appeal its content.  See Figure 4-19.
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(b) Container Inspection

Discussed in an earlier section of this text was the Container Security Initiative.  See Chapter 4, Section II (B)(1)(b). The Coast Guard deploys teams to moving and stationary vessels for inspection of cargo and containers. The Coast Guard has developed and deployed Container Inspection Training and Assistance Teams (CITAT) to conduct container inspections at harbors and ports.  
(c) Vessel Inspection

On the high seas and waterways, the Coast Guard has jurisdictional authority to board vessels for inspection purposes.  This practice is one of its most crucial missions. Section 89 of Title 14 of the United States Code authorizes the Coast Guard to board vessels subject to the jurisdiction of the U.S., anytime upon the high seas and upon waters over which the United States has jurisdiction, to make inquiries, examinations, inspections, searches, seizures and arrests. Even despite the statutory authority, there are multiple reasons why boarding programs exist. 

First, the Coast Guard tracks and issues Certificates of operation to vessel owners.  

XXX Insert Internet Resource:  Download the Certification form at:  http://www.uscg.mil/hq/cg5/nvdc/forms/cg1258.doc  XXX
Second, the Coast Guard maintains a central depository of vessel records at its National Vessel Documentation Center. Records of registered vessel are fully cataloged and documented and serve as an information center in the event of accident or other calamity.

Third, the Coast Guard boards ships to conduct inspections or to carry out interdiction or intervention actions in the event of criminal activities.  In the first instance, the Coast Guard may simply board under a voluntary request for ship inspection.  
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To commence the voluntary inspection program, the applicant need only fill out the request as outlined at Figure 4-20.
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In the latter instance, the involuntary boarding, the Coast Guard may board if legally justified.  Any question regarding safety, any issue of equipment, and surely any suspicion of illegal activity makes boarding, despite a lack of consent, acceptable.  When compared to their civilian law enforcement counterparts, whose action generally must be supported by probable cause, the rationale for boarding is much less legally rigorous.  The Coast Guard expends considerable energy preparing Boarding officers, and just as attentively, refines the boarding process to assure a professional and legally defensible protocol. The USCG certifies Boarding Officers in training locales at its network of facilities. The designated Curriculum for the Boarding officer stresses a legalistic approach to training as evidenced by the subject matter.

· Authority and Jurisdiction 

· Use of Force 

· Tactical Procedures 

· Criminal Law 

· Constitutional Law 

· Defensive Tactics 

· Arrest Procedures 

· Maritime Law Enforcement Boarding Procedures 

· PWCS Boarding Procedures 

· Confined Spaces 

· Boating Safety Regulations 

· Commercial Fishing Industry regulations 

· Boating under the Influence Enforcement 

· Testify in Court 

· Hostage Situations 

· Fraudulent Document 

The Coast Guard lays out a precise protocol for boarding a vessel.  A uniformed Coast Guard boarding team gives notification of its intent to board. Generally the team is armed.  At first, the team will conduct an initial safety inspection to identify any obvious safety hazards, and to ensure the sea worthiness of the vessel. The boarding officer will then ask to see the vessel registration or documentation, and proceed with the inspection. The scope of the vessel inspection during most boardings is limited to determining the vessel's regulatory status (e.g. commercial, recreational, passenger, cargo, and/or fishing vessel) and checking for compliance with U.S. civil law applicable to vessels of that status. The Coast Guard may also enforce U.S. criminal law. The boarding officer then completes a Coast Guard boarding form, and notes any discrepancies. 
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Space limitations make impossible a full picture of how the United States Coast Guard lends its services in the maritime world. In many ways, it is the branch of the service most dedicated to the cause of homeland security.  Every minute of its operations are about safety and security and since 9/11 the Coast Guard has been called upon to do more than it has ever imagined since its inception in 1790. Of all the governmental entities called upon to strike back and detect our enemies, the Coast Guard has been asked to reinvent itself.  A recent report about the Coast Guard from the Government Accounting Office warned of this tendency to throw everything at this arm of the service.

The difficulty of meeting these challenges is compounded because the Coast Guard is not just moving to a new parent agency: it is also substantially reinventing itself because of its new security role. Basically, the agency faces a fundamental tension in balancing its many missions. It must still do the work it has been doing for years in such areas as fisheries management and search and rescue, but now its resources are deployed as well in homeland security and even in the military buildup in the Middle East. The Coast Guard’s expanded role in homeland security, along with its relocation in a new agency, have changed many of its working parameters, and its adjustment to this role remains a work in process. Much work remains.

If history demonstrates anything, it would be the capacity of the Coast Guard to meet any challenge assigned to it. The Coast Guard adapts to meet the mission of homeland protection and makes a mighty contribution in the war on terror.

V. Homeland Security and Public Health

At first glance, it seems that public health and homeland security are unrelated in scope and design.  Nothing could be further from the truth for questions involving public health inexorably wind their way back to issues of safety and security in a host of contexts.  By any reasonable intersect, health dilemmas, whether infectious, toxic, metabolic, or otherwise, and regardless of intent or national origin, can cause significant harm to both individuals and the collective.  The entire world of bio-toxins
 injures in the health context.  For example, Anthrax’s confrontation is not with the mind but the body itself. Pathogens, chemical release agents, biological and chemical substances, can wreak havoc on individual chemistry let alone the communal sense of tranquility.  As has been witnessed with these types of threats, the fear of the result appears more pronounced than the possible delivery of a dirty bomb.

Assaults on the public health can have catastrophic consequences.  The destruction of water supply by the delivery of a toxic substance, the release of a chemical or bacteriological agent into the air, not only impacts the one but the many. Catastrophic health events, such as a terrorist attack with a weapon of mass destruction, or a naturally-occurring pandemic, or a calamitous meteorological or geological event, likely would inflict death and destruction in incalculable numbers.  These same events would undermine the economic and social fabric, and weaken the infrastructure of defense, cause tens or hundreds of thousands of casualties or more, weaken our economy, damage public morale and confidence, and threaten our national security.  When one considers the draconian potentiality for public health attack, it no longer seems folly to connect its prevention to the world of homeland defense.

The Department of Homeland Security fully connects the dots of health and security in both its mission and operations.  In fact, health is one of its 17 critical areas of infrastructure.  Hospitals, labs, pharmaceutical companies, water and energy companies and a host of aligned facilities all play a key role in the event of an attack on the public health.   DHS is not the sole agency entrusted with this sort of assessment since others need be involved such as Health and Human Services, the EPA, the Department of Energy and the Departments of the Interior and Agriculture.  While space cannot allow for coverage of each and every element in the health sector, this section will assess the more commonly known homeland-public health connections.

A. Water

It would be difficult to name a more essential component to physical life than water itself.  Treatment plants have been a target of the terrorist and in a perverse way, successful access to a treatment plant would be a dramatic victory for America’s enemies.  The Environmental Protection Agency assumes the lead role in the protection of our water supply from public health attack. As in all aspects of traditional American life, 9/11 triggered a new way of looking at water facilities. Soon after 9/11, Congress passed the Public Health Security and Bioterrorism Preparedness and Response Act of 2002 which zeroed in on the horrid possibility of water contamination as an act of terror.  At Section 402 of the Act, it states:

VULNERABILITY ASSESSMENTS- (1) Each community water system serving a population of greater than 3,300 persons shall conduct an assessment of the vulnerability of its system to a terrorist attack or other intentional acts intended to substantially disrupt the ability of the system to provide a safe and reliable supply of drinking water. The vulnerability assessment shall include, but not be limited to, a review of pipes and constructed conveyances, physical barriers, water collection, pretreatment, treatment, storage and distribution facilities, electronic, computer or other automated systems which are utilized by the public water system, the use, storage, or handling of various chemicals, and the operation and maintenance of such system. The Administrator, not later than August 1, 2002, after consultation with appropriate departments and agencies of the Federal Government and with State and local governments, shall provide baseline information to community water systems required to conduct vulnerability assessments regarding which kinds of terrorist attacks or other intentional acts are the probable threats to--

`(A) substantially disrupt the ability of the system to provide a safe and reliable supply of drinking water; or

`(B) otherwise present significant public health concerns.

As part of our critical infrastructure, they become more than water plants but targets for the terrorist. In response to the September 11, 2001, attacks the EPA formed the Water Security Division (WSD) in the Office of Ground Water and Drinking Water. WSD oversees all drinking water and wastewater homeland security matters. The Office of Homeland Security (OHS) was created in the EPA Office of the Administrator to oversee all EPA matters related to homeland security.  See Figure 4-21.
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 There are approximately 160,000 public water systems (PWSs) in the United States.

 84 percent of the total U.S. population is served by PWSs. The remainder is served      primarily by private wells.

 PWS provide water for domestic (home), commercial, and industrial use.

• PWS produce 51 billion gallons per day (bgd) of drinking water-67 percent goes to residential customers and 33 percent to

nonresidential customers.

• PWS obtain 63 percent of their source water from surface sources and 37 percent from groundwater sources.

• There are about 2.3 million miles of distribution system pipes in the United States.
The Water Security Division tackled a host of issues relating to security and the water supply and these tasks can be broken down into:

· Sector profile and goals;

· Identifying assets, systems, networks, and functions;

· Assessing risks;

· Prioritizing infrastructure;

· Developing and implementing protective programs;

· Measuring progress;

· Protection research and development (R&D); and

· Managing and coordinating responsibilities.

Here one witnesses an agency running full steam regarding the question of security and water.  The infection of a water supply would be a major health risk and likely cause more casualty than any aircraft flying into a building.  The EPA views threat analysis broadly, encompassing natural events, criminal acts, insider threats, and foreign and domestic terrorism. Natural events are typically addressed as part of emergency response and business continuity planning, yet it is these same skill-sets necessary for the planning and mitigation of the terrorist attack on the water supply.  

In order to analyze and prepare for threats and attacks, the agency needs to think of the predictable methods the terrorist would employ.  Assessment requires a certain amount of foresight. The oft cited methodology regarding water facilities usually includes:

· Chemical, biological, or radiological (CBR) contamination attacks on drinking water assets, especially distribution systems;

· Vehicle-borne improvised explosive devices and improvised explosive device attacks on infrastructure, especially single points of failure and chemical storage sites;

· Cyber attacks on industrial control systems; and

· Chemical attacks, which may include introduction of a combustible contaminant into a wastewater collection system, affecting infrastructure or the treatment process.

Hence it is risk assessment in all its glory that water facilities have to engage in. The homeland security professional needs to ask questions that anticipate the risk and corresponding plan.  At most water facilities, the threats are encompassed in these queries:

· What are the most plausible threats, contaminants, and threat scenarios facing the drinking water industry? 

· How does this information compare with intelligence information on possible threats? 

·  What types of biological and chemical contaminants could be introduced into water systems and what are their physical, chemical, and biological properties? 

· What are the potential health impacts of these contaminants?

· What are the most effective means to destroy contaminants in water? 

· How can this information be combined with reporting, analysis, and decision making to arrive at a reliable a system? 

· Can effective methods be developed to ensure that a sufficient number of qualified laboratories exist to perform rapid analysis of water contaminants in the event of an attack?

·  If contaminants were introduced into a water system, where will they travel?

·  How quickly will they travel? 

· What will be their concentration at various points along their path? 

· Can human exposures and the health impacts of these contaminants be effectively minimized? 
· How can water that has been contaminated be effectively treated so that it can be released to wastewater systems or otherwise disposed of? 

· Are alternative water supplies available in the event of an attack? 

· How would water utilities or governments most effectively select a cost-effective early warning system?

Any meaningful security plan will anticipate these questions and will prompt the security professional to devise a plan that mitigates the damage and redirects the water facility to positive productivity after this event.  Most water facilities need to rely upon both internal and external constituencies to fully comprehend the dynamics of their location.   The interplay between state and federal regulators alone gives some sense of this necessary interconnection. See Figure 4-22.
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Most water facilities engage in a serious self assessment program which looks to these 14 variables as published by the Environmental Protection Agency:

· Explicit commitment to security  

· Promote security awareness  

· Defined security roles and employee expectations 

· Vulnerability Assessment (VA) up-to-date  

· Security resources and implementation priorities 

· Contamination detection 

· Threat-level based protocols  

· Emergency Response Plan (ERP) tested and up-to-date 

· Utility-specific measures and self assessment 

· Intrusion detection & access control  

· Information protection & continuity 

· Design and construction standards 

· Communications 

· Partnerships 

In order to assure basic compliance with these criteria, the water facility should conduct its own Vulnerability Assessment.  The EPA, as well as a host of software companies, makes available Vulnerability Assessment programs.   The EPA publishes Vulnerability Guidelines which are reproduced in the following section. See Figure 4-23.
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B. Agriculture and Food

Just as water contamination has enormous impacts on the public health of the nation, so too the integrity of its food supply.  Here again, the terrorist envisions a target that has widespread potential for harm to a significant portion of the population.  Agriculture and food systems are vulnerable to disease, pest, or poisonous agents that occur naturally, are unintentionally introduced, or are intentionally delivered by acts of terrorism. Food can be attacked on many fronts including:

· Biological and chemical agents; 

· Naturally occurring, antibiotic-resistant, and genetically engineered substances; 

· Deadly agents and those tending to cause gastrointestinal discomfort; 

· Highly infectious agents and those that are not communicable; 

· Substances readily available to any individual and those that are more difficult to acquire; and 

· Agents that must be weaponized and those that are accessible in a useable form.
 

America’s agriculture and food system is an extensive, open, interconnected, diverse, and complex structure and as a result the perfect forum for the terrorist.

Responsibility for the food supply, from a security perspective resides in three government agencies - the United States Department of Agriculture, the Environmental Protection Agency and the Department of Homeland Security. In a recent report, these agencies set out a Vision Statement on the Food Supply.

XXX Insert ch_4_fig_24 XXX
Vision Statement for the Food and Agriculture Sector

       Prevent the contamination of the food supply that would pose a serious threat to public health, safety, and welfare. Provide the central focus for a steadily evolving and complex industry/sector, with particular emphasis on the protection and strengthening of the Nation’s capacity to supply safe, nutritious, and affordable food. In doing so, ensure that the industry has incorporated the concepts of HSPD-7 in their own critical asset protection plans, vulnerability/risk-reduction plans, and continuity of operations plans (COOP). The sector will provide leadership on food, agriculture, natural resources, and related issues based on sound public policy, the best available science, and efficient management.
As appropriate the Department of Agriculture takes the lead role in the protection of our food supply. As it notes, “the protection and integrity of America’s agricultural production and food supply are essential to the health and welfare of both the domestic population and the global community.”
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The impact of food and agriculture contamination is not lost on the Department of Homeland Security.  Its recommendations on the integrity of the food chain are incisive, asking those entrusted with its safety to truly consider the ramifications of contamination.  DHS poses seven criteria for consideration when weighing the impact of food contamination.

· Criticality:  What will be the public health impacts and economic costs associated with the attack?

· Accessibility: How easy will it be for a terrorist to gain access and egress from the location of the food and agricultural product?

· Recuperability: How readily will the food supply system recover from an attack?

· Vulnerability: How easy or difficult will the attack be?

· Effect:  What calculable losses will there be directly resulting from the attack?

· Recognizability:  Are targets easy to discover and identify?

· Shock:  In a cumulative sense, how significant are the health, economic, and psychological impacts that result from the attack?

In each of these categories, the ramifications of a food contamination event are obvious.  As in the water supply, the far reaching impacts of food contamination are almost impossible to measure.  Yet those entrusted with production must be mindful of their product’s safety and security as well.  Whether it is grain or cattle, soybeans or chicken, the agricultural entrepreneur must tend to questions of security on a daily basis.

Determining exactly how to assure security in the agricultural sphere is no simple undertaking.  Aside from the broad range of products and services, there is the added dilemma of multiple agency responsibility.  While the USDA may be at the forefront, its policymaking on food and its safety is influenced by a myriad of other agencies, such as the FDA and EPA, and its own internal history has protocols and programs that have historically dealt with food safety.  In this area, it is clear that many adjustments and realignments have had to take place - some readily and others with usual bureaucratic resistance.  Figure 4-25
 demonstrates the levels of participation already evident in the USDA prior to and after 9/11.
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Meshing all of this historic practice into a unified and seamless vision of security in light of 9/11 is a challenging undertaking.  What emerges from the USDA is an agency in full recognition of this challenge.  It urges its constituency to conduct risk assessments, to realize that security questions are central to farm operation and to accept some level of personal responsibility for the integrity of facility and product.  

In fact, the USDA fully integrates the functions of Homeland Security into its very makeup as evidenced by its organizational chart at Figure 4-26
.
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XXX Caption Figure 4-26: USDA Structure for Homeland Protection and Food Safety XXX
The USDA calls upon all owners in the agricultural sector to view security in both general and specific product terms.  In the more general arena, it recommends the following assessment protocol.

General Security

· Procedures are in place for notifying appropriate law enforcement when a security threat is received, or when evidence of actual product tampering is observed.

· Procedures are in place for heightened awareness (especially when the Department of Homeland Security terrorism threat level is elevated) for unusual activities around the farm and increased disease symptoms among animals or crops.

· A current local, State, and Federal Government Homeland Security contact is maintained.

· All employees are encouraged to report any sign of product tampering.

· Facility boundaries are secured to prevent unauthorized entry.

· “No Trespassing” and “Restricted Entry” signs are posted appropriately.

· Alarms, motion detection lights, cameras, and/or other appropriate security equipment are used in key areas, as needed.

· Facility perimeter is regularly monitored for signs of suspicious activity or unauthorized entry.

· Doors, windows, gates, roof openings, vent openings, trailer bodies, railcars, and bulk storage tanks are secured at all times.

· Outside lighting is sufficient to allow detection of unusual activities.

· Fire, smoke, and heat detection devices are operable throughout the farm.

· Storage tanks for hazardous materials and potable water supply are protected from, and monitored for, unauthorized access.

· Wells and other water supplies are secured and routine testing is performed.

· Truck deliveries are verified against a roster of scheduled deliveries.

· Unscheduled deliveries are held away from facility premises pending verification of shipper and cargo.

· Records are maintained for all vehicles and equipment; make, model, serial number, service date, etc.

· Vehicles and equipment are secured or immobilized when not in use; keys are never left in unattended vehicles.

· Machinery is removed from fields and stored appropriately; valuable equipment and tools are locked in a secure building.

· Entry into facility is controlled by requiring positive identification (i.e., picture ID).

· New employees are screened and references are checked.

· Visitors and guests are restricted to non-production areas unless accompanied by a facility employee.

· Where required by biosecurity procedures, visitors wear clean boots or coveralls (disposable boots and coveralls are provided for visitors).

· Areas are designated for check-in and check-out for visitors/deliveries (with a sign-in sheet for name, address, phone number, reason for visit).

· An inspection for signs of tampering or unauthorized entry is performed for all storage facilities regularly.

· Hazardous materials are purchased only from licensed dealers.

· A current inventory of hazardous or flammable chemicals (including drugs, chemicals, pesticides, fertilizers) or other products (including chemical trade names, product type, EPA numbers, quantity, and usage) is maintained, and discrepancies are investigated immediately.

· A current inventory of stored fuel (diesel, gasoline, fuel oil, propane, oxygen, acetylene, kerosene, etc.) is maintained.

· A disease surveillance plan is available.

· Risk management plans have been developed or updated and shared with employees, family, visitors, customers, and local law enforcement.

· Plans include awareness of animal and plant health, as well as signs of tampering with crops, livestock, supplies, vehicles, equipment, and facilities.

· Orientation/training on security procedures is given to all facility employees at least annually.

· Passwords for USDA systems and programs are protected to prevent unauthorized user entry.

1. The Strategic Partnership Program on Agroterrorism (SPPA)

Blending diverse agencies with distinct approaches to security has been a challenge for those protecting the food supply.  Put another way, law enforcement officials, such as the FBI or Customs, will see the food problem through a prism of enforcement while food safety specialists at the USDA or FDA may see things from a different perspective.  The Strategic Partnership Program on Agroterrorism (SPAA) makes a noble effort to meld these various visions and to unify these diverse perspectives into one framework - that of food safety. Just as critically, the SPPA will enlist private industry concerns, from farmers to grain processors, from stock yard owners to fertilizer companies.  The objectives
 of the SPPA are:

· Validate or identify sector-wide vulnerabilities by conducting critical infrastructure/key resources (CI/KR) assessments in order to:

· Identify indicators and warnings that could signify planning for an attack.

· Develop mitigation strategies to reduce the threat/prevent an attack.

· Strategies may include actions that either industry or government may take to reduce vulnerabilities.

· Validate assessments conducted by the United States Government (USG) for food and agriculture sectors.

· Gather information to enhance existing tools that both USG and industry employ.

· Provide the USG and the industry with comprehensive reports including warnings and indicators, key vulnerabilities, and potential mitigation strategies.

· Provide sub-sector reports for the USG that combines assessment results to determine national critical infrastructure vulnerability points to support the National Infrastructure Protection Plan (NIPP) and national preparedness goals.

· Establish and/or strengthen relationships between Federal, State, and local law enforcement and the food and agriculture industry along with the critical food/agriculture sites visited.

SPPA relies upon industry visitations to reach its conclusions about safety and security in the agricultural sector.  This is why private industry, namely farmers and food suppliers, are so integral to the SPPA process. SPPA assessments are conducted on a voluntary basis between one or more industry representatives for a particular product or commodity. As recommended by the DHS and the USDA, industry production processes are evaluated in light of law enforcement officials. Together, they conduct a vulnerability assessment using the seven criteria noted above, namely: Criticality, Accessibility, Recuperability, Vulnerability, Effect, Recognizability, and Shock.

As a result of each assessment, participants identify weaknesses in the production cycle as well as recommendations on protective measures and mitigation steps that may reduce the vulnerability. By 2006, the following assessments had been conducted under the SPPA program.
  

XXX Insert ch_4_fig_27 XXX
	Assessments Conducted or Scheduled 

	Status
	Date
	Industry
	Sector Specific Agency
	State

	Completed
	11/2005
	FDA
	Yogurt
	TN, MN

	Completed
	12/2005
	FDA/usda
	Grain - export elevators
	LA

	Completed
	01/2006
	FDA
	Bottled Water
	NJ

	Completed
	02/2006
	FDA
	Baby Food - jarred applesauce 
	MI

	Completed
	02/2006
	FDA
	Baby Food - jarred applesauce 
	NC

	Completed
	03/2006
	FDA
	Swine Production
	IA

	Completed
	03/2006
	FDA/USDA
	Frozen Food - pizza
	WI, FL

	Completed
	04/2006
	FDA
	Juice Industry - apple juice
	NH

	Completed
	04/2006
	USDA
	Egg Products - liquid
	PA

	Completed
	05/2006
	FDA
	Fresh-Cut Produce - bagged salads
	CA

	Completed
	06/2006
	FDA
	Infant Formula
	AZ

	Completed
	06/2006
	USDA
	Poultry Processing 
	AR

	Completed
	07/2006
	FDA
	Fluid Dairy - processing
	NY

	Scheduled
	07/2006
	USDA
	Beef Cattle Feedlot
	NE

	Scheduled
	08/2006
	USDA
	Ground Beef Processing
	KS

	Scheduled
	08/2006
	USDA
	Cattle Auction Barn
	MO, KS

	Scheduled
	09/2006
	USDA
	Dairy Farm
	ID


XXX Insert Internet Resource:  For full instructions on how to devise a food safety program, see: http://www.fsis.usda.gov/PDF/Food_Defense_Plan.pdf XXX
The USDA’s Food Safety and Inspection Service (FSIS) has developed a Surveillance program to randomly screen and check food facilities as well as be stationed at ports of entry.  Food Safety Officers are a sought after career tracks due to the excellent working conditions and challenging work.  FSIS has hired 22 Import Surveillance Liaison Officers who are responsible for the agency's oversight of food defense issues relating to imported food products at ports-of-entry, border entries, and in-commerce around the nation. In particular, they have expanded their liaison activities with DHS' Customs and Border Protection. 

XXX Insert Internet Resource: To learn about jobs in food safety, see: www.fsis.usda.gov/Factsheets/FSIS_Workforce_Introduction_of_CSO/index.asp XXX
2. Infectious Animals

Animals can be efficient carriers of illness, catastrophic pathogens and other threats to public health.  Recent cases of mad cow disease heighten the impact of disease on public health integrity. Avian bird flu, rabies are other examples of well publicized cases.  The USDA has long recognized the meaningful nature of this threat and correlates how these threats can relate to the problem of Homeland Security. Working hand in hand with the Department of Homeland Security, the Department of Agriculture conducts extensive research on animal diseases and its potential for catastrophic consequence at its Plum Island Animal Disease Center.
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XXX Caption Photo 4-33: Plum Island Facility XXX
The Plum Island Facility conducts high level animal research under the following mission:

· development of sensitive and accurate methods of disease agent detection and identification,

· development of new strategies to control disease epidemics, including rDNA vaccines, antiviral drugs, and transgenic, disease-resistant animals,

· the assessment of risks involved in importation of animals and animal products from countries where epidemic Foreign Animal Diseases occur,

· diagnostic investigations of suspect cases of FAD outbreaks in U.S. livestock,

· tests of animals in animal products to be imported into the U.S. to make sure those imports are free of FAD agents,

· production and maintenance reagents used in diagnostic tests and vaccines,

· training animal health professionals in the recognition and diagnosis of animal disease.

Working in consort with the Plum Island facility is the Animal and Plant Health Inspection Service (APHIS) of the United States Department of Agriculture.  APHIS performs a host of functions to insure the safety of animals and the containment of infectious diseases. At airport terminals, seaports, and border stations, officers inspect international conveyances and the baggage of passengers for plant and animal products that could harbor pests or disease organisms. At international airports, detector dogs in APHIS' Beagle Brigade help find prohibited agricultural materials. Officers also inspect ship and air cargoes, rail and truck freight, and package mail from foreign countries. At animal import centers, APHIS veterinarians check animals in quarantine. Overseas, APHIS operates pre-clearance programs to eliminate pests in some imported products right at the source. 
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For a list of recent job opportunities at APHIS review the USAjobs list below.
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3. Infectious Diseases and Bio Terrorism

The idea that disease can be an agent of the terrorist is not new.  In World War I, mustard gas and other virulent gases were used on the battlefield.  In Saddam Hussein’s Iraq, he thought so little of the Kurds that he used biological agents on them.  Anthrax cases have been in the headlines the last decade. The release of dangerous pathogens and disease borne agents has allegedly occurred on the battlefield in certain nations, though we have yet to see a full scale terrorist attack using these agents.  
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The list of communicable diseases contains a full range of conditions that need reporting to local, state and federal health authorities.  The DHS, Health and Human Services as well as other agencies mandate the reporting of any case that makes the list of diseases.  
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Preventing Infectious Diseases 
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	Cyclosporiasis
	Legionellosis (Legionnaire Disease)
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	Cytomegalovirus (CMV) 
	Leprosy
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	Diphtheria 
	Leptospirosis
	Smallpox

	Ebola
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	E. coli O157:H7  [image: image99.png]New




	Lyme Disease
	Swimming-Related Illness

	Eastern Equine Encephalitis 
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Vibrio vulnificus Illness 

	


Viral Gastroenteritis 

	


Viral Meningitis  
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Warts, Genital 

	


West Nile Virus

	

	Hepatitis A
	Pneumococcal Disease
	


The list of communicable diseases is regularly updated by both the Centers for Disease Control and various state health departments.

For those entrusted with security the problem of disease generally comes in the form of Biological Agents used in terror attacks.  Hence the term “BioTerrorism” has become part of the security vocabulary. The Center for Disease Control defines “BioTerrorism” as an attack involving a “deliberate release of viruses, bacteria, or other germs (agents) used to cause illness or death in people, animals, or plants. These agents are typically found in nature, but it is possible that they could be changed to increase their ability to cause disease, make them resistant to current medicines, or to increase their ability to be spread into the environment. Biological agents can be spread through the air, through water, or in food. Terrorists may use biological agents because they can be extremely difficult to detect and do not cause illness for several hours to several days. Some bioterrorism agents, like the smallpox virus, can be spread from person to person and some, like anthrax, cannot.”
 The CDC tracks and publishes data on the more pressing agents such as Anthrax.
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XXX Insert Internet Resource:  For the Department of Health and Human Services recommended Protocol for Countermeasures for BioTerrorism, see: http://www.hhs.gov/aspr/opeo/documents/hhsplncombat.html XXX
For the DHS and HHS, and its collegial partners, both governmental and private, the world of BioTerrorism is front and center. At the DHS level, BioTerrorism will involve three fronts,

· Infrastructure. Strengthen health systems; enhance medical communications and o maximize their contribution to the overall biodefense of the Nation. 

· Response. Improve specialized Federal capabilities to respond in coordination with State and local governments

· Science. Meet the medical needs of our bioterrorism response plans by developing specific new vaccines, medicines, and diagnostic tests.  Develop a Early Warning System for BioTerrorism.
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In the area of infrastructure, both the DHS and Health and Human Services stress the need for hospital facilities to be in a proactive and reactive capacity when bioterrorism strikes.  Health and Human Services has devised the “The Hospital Preparedness Program” that seeks to elevate the capacity of hospitals to handle public health problems and to prepare for and respond to bioterrorism and other public health emergencies. Priority areas include interoperable communication systems, bed tracking, personnel management, fatality management planning and hospital evacuation planning. During the past five years HPP funds have also improved bed and personnel surge capacity, decontamination capabilities, isolation capacity, pharmaceutical supplies, training, education, drills and exercises.

Hospitals, outpatient facilities, health centers, poison control centers, EMS and other healthcare partners work with the appropriate state or local health department to acquire funding and develop healthcare system preparedness through this program. Most hospitals now have designated officers and offices that are responsible for homeland issues and the training of staff and administration in emergency response. 

As for response capacity, hospitals and other medical facilities should have interoperable communications systems, Task Forces and Advisory Boards, and a steady stream of communication protocols that interconnect state, local and federal authorities.   Response also implies the capacity to react in the event of an attack.  In biological and chemical situations, the medical facility needs adequate stockpiles of vaccine.  Medical facilities need to be assured that suitable vendors and companies can supply basic medical goods. 

Bioterrorism is primarily a study in science and the countermeasures need to employ the highest and most sophisticated forms of scientific method.  Hospitals should be engaged in serious research that relates to bioterrorism.  The study of pathogens and corresponding antidote should be central to that research as well as analysis of compounds that will counter the effects of biological agents. Finally scientific investment should include enhanced laboratory facilities.  The Biomedical Advanced Research and Development Authority (BARDA), is one of the chief scientific authorities in research and development.  BARDA manages Project BioShield, which includes the procurement and advanced development of medical countermeasures for chemical, biological, radiological, and nuclear agents, as well as the advanced development and procurement of medical countermeasures for pandemic influenza and other emerging infectious diseases.

a. Project BioShield

The Project BioShield Act
 and a result, Project BioShield, was enacted in 2004. The general aim of the Project was to provide suitable vaccines and other medical supplies in the event of bioterrorism.  The overall goals of the program were:

· Expedite the conduct of NIH research and development on medical countermeasures based on the most promising recent scientific discoveries. 

· Give FDA the ability to make promising treatments quickly available in emergency situations. 

· Ensure that resources are available to pay for “next-generation” medical countermeasures. Project BioShield will allow the government to buy improved vaccines or drugs. 

Project BioShield’s rightful stress is on the pathogens that can cause global damage.  Presently, the Project has targeted biological threats that either have an antidote or are in need of serious research.  In 2007, Project BioShield reported both threats and antidotes in its Annual Report. See Figure 4-32
.
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Looked at from another vantage point, BioShield spends the bulk of its research allocation on searching out vaccines for Anthrax, Small Pox and Botulism.  The Project BioShield Annual Report to Congress charts this distribution of funds
.
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b. National Pharmaceutical Stockpile

The Centers for Disease Control plays a major role in any bioterrorism event. Its most important task in the event of bioterrorism is its maintenance and oversight of  the National Pharmaceutical Stockpile.  The Stockpile is a repository for life saving pharmaceuticals, antibiotics, chemical interventions, as well as medical, surgical and patient support supplies, and equipment for prompt delivery to the site of a disaster, including a possible biological or chemical terrorist event anywhere in the United States.  The NPSP serves in a support role to local and state emergency, medical and public health personnel.
A primary purpose of the NPSP is to provide critical drugs and medical material that would otherwise be unavailable to local communities. The CDC prioritizes the Stockpile based on seriousness of the threat and the availability of both the agent and the antidote.  The Stockpile targets biological agents: smallpox, anthrax, pneumonic plague, tularemia, botulinum toxin and viral hemorrhagic fevers.
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XXX Caption Photo 4-36: CDC Stockpiles XXX
c. The National Select Registry Program

The CDC net spreads into other territory involving dangerous substances. The National Select Agent Registry Program oversees the use and possession of biological agents and toxins that have the potential to pose a severe threat to public, animal or plant health. The National Select Agent Registry Program currently requires registration of facilities including government agencies, universities, research institutions, and commercial entities that possess, use or transfer biological agents and toxins that pose a significant threat to the public. Possession, as well as loss or theft of toxins and biological agents needs to be reported to the CDC.  A sample reporting form in the event of loss or theft is at Figure 4-34.
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VI. Conclusion
�Aliens? Immigrants?


�This sentence doesn’t make sense to me


�Aliens? Immigrants?


�Doesn’t make sense to me
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